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Abstract

In productiongrids, high performancelisk storagesolu-
tionsusingparallel le systemsarebecomingncreasingly
importantto provide reliability andhigh speed/O opera-
tions neededy HEP analysisfarms. Today StorageArea
Network solutionsarecommonlydeployedat LHC center
andandparallel le systemssuchasGPFSandLustreal-
low for reliable, high-speechative POSIX I/O operations
in parallelfashion.

In this article we describethe statusof the StoRM
project,animplementatiorof the StorageResourceMan-
ager(SRM) standardnterfaceversion2.1.1for disk based
storagesolutions. StoRM s designedo work over native
parallel lesystems,providesfor spaceesenationcapabil-
ities andusesnative high performingPOSIX1/O calls for

le access.StoRM takesadwantageof ACL supportpro-
videdby theunderlying lesystemto implementshesecu-
rity model.

StoRMis alsodesignedo caterfor theinterestf Eco-
nomicsand Finaceasrepresentedby the EGRID Project,
giventhatsecurityis animportantdriving requirement.

We reporton thetestsperformedon a dedicatedestbed
to prove basicfunctionalityandscalabilityof thesystento-
gethemwith GPFSperformancen write andreadoperation
from multiple nodes.

INTRODUCTION

LHC [1] analysisfarms- presentat sitescollaborating
with LHC experiments- have beenusedin the pastfor
analyzingdata coming from an experiments production
center With time suchfacilities were provided with high
performancestoragesolutionsin order to respondto the
demandfor big capacityand fast processingcapabilities.
With the adwent of Grid technologiesexisting LHC anal-
ysisfacilities have to facethe problemof adaptingcurrent
installationswith Grid requirementgo allow usersto run
their applicationsboth locally and from the Grid in order
to provide ef cient usageof theresources.

Parallel le systemgeployedon StorageAreaNetwork
(SAN) are capableto sene multi-terabytestorage offer-
ing a scalable high performancesystemwith reliability in
caseof disk failures,andwith the possibility of greatper
formanceon multiple acces®n les from differentnodes.
FilesystensuchasGPFS2] andLustre[3] with suchchar
acteristidnsideagrid ervironmentallow for reliable,high-
speedhative POSIXI/O [4] operations.

The needto provide grid applicationswith consistent

and ef cient wide-areaaccessto heterogeneoustorage
resourcesdrives to use the Storage ResourceManager
(SRM) [5] interfaceas the commonstandardfor storage
managementAs of today SRM implementationgxist for
storagemanagersuchasCastor d-CacheandLCG DPM.
However, suchsolutionsmanagethe entire storagespace
allocatedto themandforce applicationgo usecustom le
accesprotocolssuchasr o andd-cap sometimegenaliz-
ing performancendrequiringchangesn theapplication.

StoRM[6] is adisk-basedtorageaesourcananagethat
implementsSRM interfacev.2.1.1. It is designedo work
over native parallel lesystems or with standardPOSIX

lesystem, providing spaceresenation capabilitiesandal-
lowing to usenative high performingPOSIX /O calls for
le access.

Moreover StoRMis alsodesignedo caterfor theinter-
estsof EconomicsaandFinaceasrepresentetly theEGRID
Project,giventhatsecurityis animportantdriving require-
ment.

StoRMtakesadwantageof ACL supportprovidedby the
underlying lesystemto implementghe securitymodel.

In this article, we describethe StoRM projectand the
featuresprovided by the currentrelease. We report on
the testsperformedon a dedicatedestbedto prove basic
functionalityandscalabilityof StoRMtogethewith GPFS
performancen standardPOSIX operationfrom multiple
nodes.

STORM SERVICE

Architecture

Parallel le systemaffer highscalabilityandhighavail-
ability by allowing multiple senersand multiple disksto
sene thesamele systemproviding to applicationa sin-
gleview of aunique le system.

StoRM (acrorym for StorageResourceManager)is an
SRM sener thatprovidesfunctionalitiesfor spaceand le
managemertf disk basedtoragesystemsThecurrentre-
leaseof StoRM providesa subsebf the SRMv2.1.1func-
tionalities:

Data transfer: srmPreparedPut(), srmPrepared-
Get(),smrCoy(), srmStatus*()srmPutDone().

Space management srmResergSpace(),srmGet-
MetaDataSpace().

Dir ectory management srmLs()with recursve op-
tion, srmRm(),srmRmdir(),srmMKkDir().
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Figurel: StoRMArchitecture

The StoRM architecturecanbe identi ed by two main
tiersnamedFront-EndandBack-End:

Front-End (FE) exposeshe serviceinterface. It re-
ceivesclientrequestsmanagesheclientcommunica-
tion, andforwardsa processedtructureto sener.

Back-End (BE) is the core of StoRM. It processes
the requestsexecutesnecessaryasksto performop-
erationsconcerningsecurity metadataspaceand le
managemenrdndreturnstheresultto theclient.

In orderto provide accesso different lesystem, StoRM
males use of wrappers,called by the Back-End. These
wrapperalso hide the compleity of lesystem specic
functions. However, StoRM takes also advantageof spe-
cial featuresprovided by underlying lesystemslike ACL
support,andblock pre-allocation.

From the beginning of the StoRM project a particular
attentionhasbeengivento the spaceresenationfunction-
ality. Using le systemspeci c featuressuchastheblock
pre-allocatioravailablein GPFS,StoRMis ableto provide
a guaranteedspaceresenation to application, allocating
emptyblockwhichwill beusedfor write data.

The currentreleaseof StoRM allows to usetwo kinds
of protocols: gsiftp and le. Supportfor the le proto-
col allows applicationsto performa standardPOSIX op-
eration(returninga specialURL) without interactingwith
ary externalservicethatemulatesdataaccessimproving
performancewhenthe underlying le systemis ef cient.
Thereforeanapplicationexecutedon agrid systemcanbe
adaptedvithoutary changdn dataaccespattern.

Servicecon guration

For a grid site the possibility of con guring a stor
age managemensystemin speci ¢ way is fundamental.
StoRM providesan easyway to con gure parameterse-
gardingboththe SRM interfaceand StoRM's internalfea-
tures,allowing to createanad-hocinstallationfor ary site.
StoRM canbe easycon gured to managele namespace
within a VO domain(at the site level) by editing a single

con guration le. Many otherspeci c parametersegard-
ing technicalbehaior canbe setup to tunethe servicein
behaior andperformance.

Status

At the end of November2005,a rst alphareleaseof
StoRM wasreleasedor a functionality test. Moreover, a
web site wasestablishedlescribingthe StoRM project[7]
containingdocumentatiorand a userguide. The StoRM
site supportsusermanagemensoit is possibledownload
serviceRPMs previous to site subscription. The mecha-
nism of registrationwas choserto allow an ef cient sup-
port of small groupsof a selectecterti cation team. Cur-
rently, animprovedversionis availableto download. De-
velopandbug xing areon-goingaswell astheimprove-
ment of the documentation. The currentdistribution of
StoRM includessimple commandline clients to testthe
service.

SECURITY MODEL

Genenl aspects

Thereare sereral storagesecurityissues:dataintegrity,
con dentiality, authenticationpon-repudiatiorandautho-
rization are only someexamples. Authorizedaccesson
storageresourcesuchas le andrepresent®nly the rst
stepto provide a minimal securitycontext. Anyway, the
physical le onstorageaepresentthe nal targetof princi-
pal.

Secureaccesgo a physical le in grid contet involves
mary steps.Firstly, the principalhasto own a valid iden-
tity de ned within a virtual organization. Shehasto be
authorizedto query le catalogsin orderto retrieve logi-
cal le names(LFNs) and Storage URLs (SURLs) Both
aretermsclearlyde nedin the SRM standardTheknowl-
edgeof SURL allows pointing to the right storageandthe
SRM servicethatholdsandmanagest. The principalhas
to beauthorizedo accesSRM serviceto obtainthe TURL
pointer

Authorizationpoliciesaremetadatdoundwith SURLS,
live within catalogsafliated with the VO domain. The
LHC File Catalog(LFC) is one example,but other cata-
logs canalsobe used. Moreover, securitysubjectswithin
authorizatiorpoliciesarein termsof grid identities.

Enforcingof permissioronaphysical le completeghe
entiresecurityaccesscenario Severalsecurityaspectbe-
long to the virtual organizationdomainwhile othersbe-
longsto the site administratve domain. Principalidentity
de nition, securecatalogsacces@ndserviceauthorization
policiesde nition belongto the VO domain. Subjectau-
thentication serviceauthorizationandenforcingof access
authorizationpolicies on physical le belongto site do-
main. Every aspecimustbe takeninto accountat different
levelsandvirtual organizationgo build aneffective secure
context.



StoRMsecuritymodel

Thesecuritymodeladoptedy StoRMis qualitative, i.e.
it permitsor deniesthe accesgintendedto performwhat-
ever action)to a particularresource(i.e. StoRM service,
single le or directoryandspace).StoRM securityactsat
site level, in particularregardingauthorizationto storage
The authorizationmodel adoptedby StoRM is addressed
to allow local accesgo storageresourcein securedash-
ion. StoRM utilizes a securitymechanisnin two levelsas
documentedh thefollowing paragraphs:

First level. Authorizationis basedn subjectauthenti-
cation. StoRMusesthe Grid Securitylnfrastructurg(GSl)
for authentications.SomeFQANS (shortform for Fully
Quali ed Attribute Name)could be presentwithin X.509
proxy certi cates, asde ned by the Virtual Organization
MembershigService(VOMS)|[8].

The rst level engageshe StoRM serviceitself asre-
sourceandthe possibleactionsonthe StoRMresourceare
exactlythe SRMfunctionexposed.This rst levelrelieson
externalauthorizatiorservice.lt is plannedo integratethe
FrontEndof the StoRMservicewith anexternalauthoriza-
tion service,like G-PBox[9].In this patternG-PBoxacts
aspolicy decisionpointandStoRMactsaspolicy enforce-
mentpoint. It is possiblede ne authorizatiorpolicy based
onsubjectattribute (VOMS attributesarewelcome)andus-
agemetrics.In thisway is possibleo preventunauthorized
requests.

The information of an entity provided by VOMS at-
tributes is not used actively within Front End layer to
make authorizatiordecisionsaboutserviceutilization. Ev-
ery attributesaboutprincipal is sentto Back End tier for
checkingauthorizationon le resourcesandmanagement
of namespactanslation.

Secondlevel. The StoRM securitymechanisnrefers
to anexternalmetadataatalogasauthorizatiorsource Ev-
ery authorizationsourceis queriedwith a speci ed order,
andtheresultsarecollectedby StoRMwith adery override
algorithmfashion.Authorizationpolicieson le andspace
live on externalcatalogslike the LHC File Catalog(LFC)
or others. Authorizationpolicies collectedby StoRM are
expressedn termsof grid identitiesandSURLSs.

StoRMtakesadvantage®f the securitymechanisnpro-
videdby theunderlying le systento enforcepermissions.
StoRMsetsup ACLsonthephysical le to allow directac-
cessfrom aworker node. The accessontrol restrictionto
storageresourcess basedon mappingfrom grid identities
tolocaluserlDs, andonde nition of ACLs. Thegrid iden-
tities mappingis accomplishedby a call outto LCMAPS.

Therearetwo way to de ne ACL on les. TheJustin
Time (JiT) modelde nesandenforceaccesgontrolentries
whenaccessequests donewhile the Aheadof Time (AoT)
modelde nes andenforcesaccessontrol entries(ACES)
whenauthorizationpoliciesarede ned. In the JiT model
anACL is removedwhenaccesss terminatecor whenlife

time of accesgolicy is expired. In theAoT modelthe ACE
is removedwhenauthorizatiompoliciesexpires.

Simpleaccessisecase

The gure belov shavs atypical scenarioof dataaccess
in asitewith StoRMandadisk basedstoragesystem.The
principal requiresan SRM operation(e.g. SrmPrepared-
Get), to obtainthe le pinnedandreadyto be accessed.
A validity checkof the proxy certi cate (held by the re-
quester)occurswithin the Front End. User attributesare
usedto delegatethe external policy decisionpoint (PDR
like a G-PBox)to validatethe Principalattributesaresent
to the Back End layerto completerequest. Then, StoRM
queriesLCMAPS to obtaina local usercorrespondingo
thegrid identity of therequesterThe physicalnameis de-
rivedby an SURL anduserattributes(Virtual organization
space).

The le systemwrapperenforcespermissionsmanag-
ing the ACL onthe physical le usingthe JiT or the AoT
model dependingon userattributesandthe con guration
of StoRM. Finally, the userjob can be executedinto the
worker node of a speci ¢ computingelement. The end
userapplicationcan performa POSIX call to accesshe
into/from the storagesystem.

TEST BED AND RESULTS

Testbedarchitectue

In this paragraptwe presenthe hardware ernvironment
that hasbeenusedin the next testphase. We decidedto
usethe hardwarethatwill be usedin productionat our tier
1 centerin Italy sincethe mainideais develop an high
performancesystemthat can be usedin realistic actiity
phaseof HEP experimentsvherecritical performanceon
I/O bandwidtharerequired.In gure 2 we summarizehe
mainpartsof our hardwaretestbed.

The GPFSclusteremployed as storagetestbedis real-
ized with the architecturedescribedelown. The disk stor
age(lower part of the gure) is composeddy roughly 40
TBs. It is provided by 20 logical partitionsof one dedi-
catedStorageTEKFLexLine FLX680 disk array storage,
aggreyatedby GPFS(version2.3.0-10).

The FLX680 contains96 bladeunits composedf 2 in-
terconnected50 GB drives. We createdthe 20 logical
partitionsusing RAID 5 over 9 disksfor the bestperfor
mance/reliabilityratio. The 2 Fibre Channel(FC) redun-
dant controllersare connectedusing four 2 Gbpsto our
centralFabricDirector FC SwitchBrocade240000n 4 dif-
ferenthot-swappableswitchingmodulesfor the bestavail-
ability. As disk-sener we decidedto use4 high perfor
manceSunMicrosystemsSunFireV20Z senerswith dual
Opteron2.6 GHz, 4 GB RAM andRAID 1 overthe 2 x
74 GB SCSlsystemdisks. The 4 senersare connected
to the FC Switch through?2 Qlogic 23402 GbpsFC Host
BusAdapter(HBA) on 2 differentswitchingmodules.The
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Figure2: Testresults:Readthroughputandwrite through-
put

Qlogic SANsurfersoftwaretool hasbeenusedto fully im-
plementfail-over pathsover the disk storageto give the
maximum availability in caseof major failures of each
componentof the system(HBA, switching module, disk
storagecontrollers)anda hardwareproblemon eachcom-
ponenthasbeensimulatedduringeffective I/O onthelogi-
cal partition for testingthe fail-over and recover capabil-
ity of the system. The 4 seners are connectecthrough
on-boardGigabit Ethernetinterfacesto one central Giga-
bit switchwith 4 uplink to our tier 1 centralroutergiving
atheoreticalt GbpsEthernethandwidthto the disk sener.
The disk senersrun GridFTPdaemonsaswell to provide
anexternalaccesgo the le system.

Testsresults

We have doneextensive performancdestson the stor
agesystemdescribedabove. A shortsnapshots presented
here:

Write testsrmPreparedPut()with implicit reseneS-
paceof 1 GB les. globus-url-copy from local source
to the returnedTURL. 80 simultaneousclient pro-
cesses.

ReadtestsrmPreparedGet()followedby globus-url-
copy from the returnedTURL to a local le (1 GB
les). 80simultaneouslientprocesses.

Thetwo testsaremeantto validatethe functionalityand
robustnessof the srmPreparedPut() and srmPrepared-
Get() functionsprovided by StoRM, aswell asto measure
the readandwrite throughputof the underlyingGPFS le
system. We have recordedon our testbedsustainedead
andwrite throughputof about4 Gbpsand3 Gbps,respec-
tively.

CONCLUSION

StoRMis designedwith theaim of answeringo a setof
requestomingfrom variousapplicationsto allow direct
POSIX le systemaccesso les in localervironmentwith
high performanceln grid sitemodernparallel le systems
like GPFSandLustreondisk pool provide high scalability

andreliability with greatperformance A parallel le sys-
temtogethewith StoRMasstorageesourcenanagecre-
atea grid environmentin which applicationscanperform
acces®nsharedstoragaesourcavithoutinteractwith any
I/O service.

The StoRMsenerrunsontop of ary POSIX le system
on Linux or UNIX, but cantake advantageof the special
featuresof theunderlying le system(e.g. GPFSadd-ons).
StoRM allows datatransferfunctions, directory manage-
mentfunctionsand explicit spaceresenation with native
POSIX accesdo les. The StoRM securitymodelallows
eithergrid accesandlocal accessomply with grid secu-
rity requirements.

Our performanceestshave shav that StoRMprovidesa
satishctory throughputfor demandingapplicationscenar
ios. The developmentis on-goingandearly end-usersare
integratedin the software developmentcycle to improve
both,thefunctionallyaswell astheperformancef thesys-
tem.
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